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USttCftURftnt J&iii Idrwetor of Intelligence, (&Wk 
SOBJSCfi Maxim* Exploitation of COBIIff 



1. Serewith is » proposed eettorandua for th* Chairman of CSC IB, 
Subject* Maxima Exploitation of COMUtt, 

2. f hi# paper ha# at it# object th* establishment of * single 
organisation for th# evaluation aid dieaeainaticm of cosmwlcation 
intelligence. It propose# to go farther la th# case of C0MHT, at least 
in respect to th# Batter of evaluation, than i« proposed for other type# 
of intelligence in th* paper on th# subject* Establish# ent of a Joint 
Intelligence Bureau. 

% k Joint Intelligence Bureau and a central organisation for 
th# evaluation and dlsseoi nation of COMIST would eoapleaent each other 
is Important respects and both steps would take os a long war forward 
in establishing a each nor# efficient intelligence service for the ff.S. 
Oovemnent. 

4, the final step would be, of course, the real integration of 
CC&IST processing, by unifying the operation* of the latter processing 
agencies under a single head, either along the linos proposed fy th* 
a ray in the Stone Report or along slailar and possibly stricter lines. 



emm i. cum 

Colonel, Signal Corps 
Chief, Amy Security Agency 

1 Xnol l 9-0 hp-'-« M*)} 

Proposed mama ' J 
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IIEBOHANDDM TOR) THI CHAIRMAN, BSC IB. 

SUBJECT » Maximum Exploitation of CCMIHT. 

1* Undos* tho preaent organisation of OS COM 1ST, the government 
i « not provided with total intelligence derivable from C GUI .NT aourc* 
material. 

2. A review of the present method* of producing end di « a ea imt- 
ing Intelligence from thie source indicates that radical changes In these 
methods suet he made if tfSCZB is to fulfill all of Its responsibilities. 

3. A stud/ has been prepared by ID, 3SCSA, which examines present 
US COMINT exploitation and dissemination with the purpose of determining 
a method which will provide full exploitation of this source and insure 
maximum efficiency, security, timeliness, and economy. In this study, the 
following recommendations are madei 

a. That a central COillffT evaluating unit be eet up at one of 
the cryptanalytle processing agencies. 

b. That this unit be responsible for the production of all 
intelligence based on COMINT and for the publication and dissemination of 
all such intelligence to U. S* government personnel authorised to receive 
it. 

c. That each tJSCIB member contribute personnel to this canter, 
such personnel to be administratively subordinate to their respective 
departments sad operationally subordinate to the Chief of the technical 
agency and to have the dual reeponaibillty of producing total intelligence 






tor the National Security Council and intelligence of primary interest 
to their respective departments. 

d. That, upon the establishment of the central unit, V 1 * 
existing CCblJST evaluating unite of the five tJSCIB members be dissolved. 
The complete text of the study is attached as Inclosure 1. 

4. It is requested that the recommendations made la thla study 
be placed on the Agenda for dieoussion at the next regular meeting of 
&3CI3, 

1 Incl. 





SUBJECT* ttaxiauw *xple itatlon of COM BIT. 

1. Thu ? rofalect To ttcmino present US COBIHT exploitation and 
dissemination in order to determine a. oethod which, will provide fall 
exploitation of this source with the wudaus efficiency* security, 
timeliness, end eooncay. 

' * EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

a. Tim U.S. a nn ua U y expend* approximately >35,000,000 for the 
taennieal production of C&MlHT raw material. It has roughly a t49, n OO,r v X> 
plant investment la the faoilitiea of kSk. and C3*W. 

b. Each of the seebers of USC ZB a* luteins a COM 1ST evaluating and 
diaseainatlng unit, /or the met part, tne work of thaee five units is not 
coordinated and, to data, there hae not beta produced an integrated, compre- 
hensive, 001* 1ST estimate covering any given aaoject froa the point of view 
of total U*;>. intelligence requira’sents. Under the present arrangement* 

to ere is no provieien for the tiaely application of total COL IV to tae 
intelligence requires^ its of the Satlonal t 'rcurity Council or the poliay 
planners of the departments or agency represented on USC IB, 
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3 . mjmatlm 

a. The unique and vital nature of C0MI1F and the neat of COM XU? 
production diet at* that arrangement $ be established which iaaara maalntm 
exploitation of thi* tear**. The present arraagesent* for the evaluation 
and diaaeftlnation of COMIHT preclude eueh exploitation. They are not 
efficient, not secure, and not economical, and, ser cover, they fell to 
ineure tlsely dissent oat ion of intelligence. 

(1) Efficiency ! The five COHIST evaluation units produce and 
dieeettlnate ft suaber of publications advariag fields of primary interest 
to their respective depaftoents— e. g. » the IJXJXA&Y DICIEST (Aray5l the 
SOVIET mmUlFSCS SDK ill (Saejr)i the ©SPX4SBSTXC $W«AkY (produced largely 
by State under the authority of DSCIB)j GPDSfc OF BATTLI (irwy, favy, Air)j 
and epeeial studies (all departaeata) * These publications contain evaluated 

earn® « «**>«» «««*.. o.«..i.«ai 0 r, th. «.« t» 

free the point of vie* of the department or agency involved— is need ha the 
heels for report# free two or sore of the unite. To date, there has not been 

produced an integrated CuMINX estimate covering any given subject fecit the 

* 

point of view of total 0. S, intelligence requirsaerats. For example, there 

i 

le not available to the Rational Security Council a combined CCSHU eatlxate 

* 

of the ftilitary capabilities and industrial potential of the USSSU lor, 
under the preeent arrangement s, could a eoabined estimate 'be produced with 

t 

sufficient speed to sake such an undertaking practicable, and policy level 
recipients of COttiVT receive a variety ef (MJtil reports, shieh say duplicate, 





m 

Or conflict with, one another, and Which the reader himself suet synthesise, 

X» addition to its separation from other COUIKT unite, each of the fire 
evaluating unite functions sore or less apart - f roa the general intelligence 
units within lte depertcent or agency and, of course, fro* the general 
intslligera* unite of the other department* or agency. Such arrangeaents, 
although necessary for GOKHff security under present conditions, inhibit 
rapid, direct application of collateral intelligence to CGSXPX and militate 
against the timely production of total intelligence on a given subject both 
within and among the tJSCXB aeabere. 

(2) Timeliness * Clearly, the value of all intelligence depends 
to a large «i«nt an its timeliness, this Is partioularly true In the 
case ef CCSIHf. g message indicating impending attack disseminated after 
the fact ie ef academic interest only. Coder the present arrangement*, 
however, the inevitable time-lag resulting free the separation of the 
five evaluating units from each other, and of each of them from one or 
both of the eryptanalytic processing agencies, effectively reduces the chances 
of receiving such a message before it is too l&te to act, {it ie assured as 
a strong probability that ho single message will contain positive, self- 

t 

evident indication of hostile intent — without evaluation on the basis of 
other Information available at one or all of the intelligence units.) la 
addition, the separation of evaluating and processing units makes Impossible 
the timely preparation of basic CO&Bif studios on subject* of joint interest 
end the maintenance of such studies at a current dat* level. 

v3) Sceurltar i The distribution of COM IK? raw material to 
five intelligence units in Washington presents an obvious physical security 

W 





EO 3.3(h)(2) 

PL 86-36/50 USC 3605 
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hazard. The separation of those units fro® the processing agenoie* 
require# the publication of individual message texts, notated so as to 
reveal the cryptographic system in which they ware sent and the radio 
circuits from which they war* intercepted— a practice which reveal# the 
core of US C(MIM operations; specific status of cryp tana lytic attack. 

The possibility cannot be ignored that the rigid security Measures adopted 
are a direct result of the insecurity inherent in the present 
CGHJIfT organisation in the United States. 

U> Beonounr i the existence of five COtlST evaluating units 
results In excessive expenditures for personnel and equipment and 
Considerable duplication of effort. This duplication of effort result# 



in a dissipation of the limited, available, qualified manpower and ad- 
versely affects the quality and quantity of COKIST produced. In addition, 
it creates the need for publishing many copies of tha COMIHT raw material. 



for an extensive courier service, for several files of the same material, 
and for the publication by the processing agencies of many items which 
could have been discarded at the first stags of processing if an evaluating 
group had been close at hand to guide the work of the technicians. 



b, the establishment of a single COMXSI evaluating and disseminat- 
ing unit, to be located at one of the cryptan&iytic processing agencies, 
would eliminate the disadvantages described shove, and would permit better, 
and possibly maximum, exploitation of CCbIOT, The contrast between the 
situation resulting from the present arrangements and that which would 
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result fro* the establishment of a single unit for evaluation and die gemina- 
tion i« demonstrated by examining the same elements as were discussed in 
paragraph a above. 

(1) Efficiency * 

(a) Such, an arrangement would provide, at the very least, 
the physical conditions necessary for collaboration among the CQBIBT 
evaluating personnel of the USCIB members. 

(b) Basic COMrifr evaluation would be Improved, for the 

following re* so net 

(1) The rev material would be evaluated at lta 
source — an optimum condition for accurate Intelligence production. 

(li) Integration of other source intelligence with 
COM IBM* would be facilitated. The processing agency, for cryptanalytic 
purposes, must maintain central files of intelligence reports from all 
souroe*. The single evaluating unit, through the collateral files of the 
processing agency, would have direct access to the material from other 
intelligence souroee now separately held by each of the five USCIB members. 

(ill) Exploitation of COMIKT in the fields of primary 
interest to each of the OBCIB members would be improved by the proximity 
of evaluators to translators and traffic analysts. 

(e) CQilNT operations as a whole would be improved. The 
quick and unimpeded exchange of new ideas, new developments, and new 
inteiligenee or technical requirements would greatly increase the efficiency 
of both technical and evaluating personnel. 
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(d) Finished SHUT intolligonoa would b* wrailabl# for 
&laa*nittatiatt to policy-lsr#! rweipient* In a fens dwaignad to »«wt tholr 
ttoada— 1.**, they would rwealw* total COKXltt on a g£vw* aubjaat, In on* 
Wystheaiased report, 

U) XllI&gU«’ 

(a) tha proxislty of wwaluating p«r*onn*l to toobnical 
parson owl would perwtt discarding of unimportant aaterial at tha oarliaat 
atagos of cryptanalysis and* in so reducing tha was* of material fully 
process*!, would aspadita thw processing of vital eatarial, 

(b) Basis intolligWBoo stadias of Joint intorogt to all 
oonsuoera could b# oapoditioualy initiatod and currently n&iataiced, 

(«) Elimination of the publication and dalivety of many 
copies of GOilKT raw saiarial would substantially raduos the tina lag batwaan 
aaasag* solution and sraiuation. 

<3) 

(a) Tha dissent nation of GGHIPT raw aaterial out aid* tha 
precast; log agaaeist would bo reduced to a alaion*. 

(b) Cnowlodgw of tha degree of apaoifle eryptaaalytle 
auooaaa could aor# easily bo United to working porsonnal with tha need t* 
know and, in thw caao of evaluating personnel, aoaflnad to one installation, 

CD Jssasse* 

(a) Ul Board of unimportant aat trial at aarlleat stages 
of crypt analytic processing would reduce tha total coat of Intelligence 
prodacod in rwlatlonahip to total aaterial procataod. 

<b) Publication costa would ba saterially raduoad. 





(«} Implication of intelligence flic#, with ite attendant 
uneconomical use of limited apace and personnel, and unnecessary duplication 
of effort at the evaluation level would be eliainated. 

4 . ssmisuAm* 

a# A central COMIST unit should be established at one of the 
oryptanalytle processing agencies, with the responsibility for producing 
all intelligence baaed on COEI&T and disseminating all math intelligence to 
ff.S. government personnel authorised to receive it. 

b. Each of the five 0SCIB member department* or agency should 
contribute personnel to this center. Such personnel should perform the dual 
function of producing total intelligence for the Rational Security Council and 
intelligence of primary interest to their respective departments or agency, 

o. Upon the establishment of the central unit, all existing COJsIHT 
evaluating units of the five U3CI8 members should be dissolved. 

5. Recoaaeudatlons t It is recommended that! 

a. A central CCMIST evaluating unit be eet up at one of the 
cryptanalytie processing agencies. 

b. This unit be responsible for the production of all intelligence 
based on CCSIIST and for the publication and dissemination of ail such 
intelligence to government personnel authorised to receive it. 

c. Each of the five tiSCIB sea bar departments or agency contribute 
personnel to thie center, such personnel to be administratively subordinate to 
their respective departments or agency and operationally euboroinate to the 
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Chief of the prooeeeing agency and to have the dual responsibility of 
producing total Intelligence for the Mational Security Council and 
intelligence of primary latere at to their respect ire department* or agency, 
d. Upon the establishment of the central unit, ell inditing 
CQKXJfT evaluating units of th# five EFSCIB meebsrs be diseolvsd* 
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